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Patient Portals and
HIPAA Compliance
By Margie Satinsky, M.B.A.
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Authorization to Access Information
through the Patient Portal

Patient Restrictions on Using and

What about authorization to access informa-

Patients have the right not only to authorize

tion through the patient portal? In some in-

access to their PHI, be it available or not on

In our experience, portal functionality re-

stances, only the patient accesses the portal.

the patient portal. That same authorization

ceives far more attention than portal com-

In other instances, the patient gives access

to use and disclose PHI gives patients the

reminders

• View patient balance and pay bills online
• View normal test results
• Obtain visit summary information
• Obtain patient education materials
recommended by the practice
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Disclosing PHI
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opportunity to restrict the sharing of their PHI
by category of information (e.g., behavioral
health, HIV status, pregnancy) and by the
patient’s relationship to an individual (e.g.,
spouse, parent, child). Patients who pay
out-of-pocket for a service also have the
right to request that information on the care
delivered not be sent to an insurer.
Given these patient rights, covered entities
must be able to segregate specific information, so it remains outside of the “designated
record set.” It’s best to work with the software
vendor(s) to determine the best method to
segregate information upon patient request.
Suggested Action Steps
Here are four proactive steps that covered
entities can take to ensure their patient portal
meets HIPAA compliance requirements.
• Include the patient portal in the security
risk analysis that is performed each
year in order to identify and correct any
problems.
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“He wanted someone
to take him seriously”

• Finally, audit the use of the portal on
a regular basis in order to identify
suspicious patterns and correct problems.
The print version of the October issue of The Triangle Physician included an article on changes in Medicare reimbursement that was written prior to CMS’
issuance of the Final Rule on Oct. 14, 2016. The Final
Rule made important changes in clinician eligibility
for participation, timing and weighting of quality
measures. For an updated article, please contact
margie@satinskyconsulting.com, and we’ll provide
a PDF of the corrected information. We apologize
for the inconvenience.
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